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What is the IdP of Last Resort
and how it works?



IdP of Last Resort

● MyAcademicID leverages eduGAIN to retrieve the ESI, the affiliation and 

user information from  the HEIs the user is studying at. 

● Even though a large percentage of the HEIs are available in  eduGAIN 

through their national academic identity federations, there are HEIs 

which do not have  the ability yet to enable federated access for their 

students.  
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National Solutions (Scenario 3)
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● France

● Italy

● Poland

● Spain



IdP of Last Resort (Scenario 4)
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● Builds on top of MyAcademicID and 

the  capabilities of eduTEAMS

● Provides a solution for these HEIs 

to manage the affiliation and ESI  of 

their students that participate in the 

Erasmus+ programme



IdP of Last Resort (Scenario 4)

30

● Available for HEIs that are included in 
the ECHE Whitelist. 

● The ECHE Whitelist is managed by DG 
EAC

● Basic criteria for a HEI to be on the 
whitelist:

○ Do not have ability to operate their 
own IT infrastructure for Federated 
Authentication

○ There is no solution provided to 
them by their National Research 
and Education Network



The ECHE Whitelist Process
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● IROs contact your IT department and 
ensure that the  indeed meets the 
basic criteria 

● IROs ensure that the information for 
your HEI on the ORS is up to date

● IROs contact the DOs at your NA and 
request to add your HEIs in the 
Whitelist for your country

● DOs contact DG EAC and informs 
about the new requests 



The ECHE Whitelist Process
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● Two times per year (Q1 and Q3) the 
ECHE Whitelist is sent to GEANT 
(MyAcademicID Operator)

● GEANT validates the correctness of 
the data with the NRENs and the EWP 
Network.

● Upon positive validation of all the data, 
GEANT will onboard the HEIs on the 
IdP of Last Resort and initiates the 
invitation process



The ECHE Whitelist Process
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Reasons to be excluded from the ECHE 
Whitelist:

● The HEI is not an Erasmus Charter 
Holder any more

● There is missing information about the 
HEI that prevents the onboarding to 
happen

● There is a solution already provided by 
their NRENs

● The HEI is in the process of setting up 
or has the ability to implement their 
own solution



The ECHE Whitelist Process
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Public of copy of the ECHE Whitelist:

● https://wiki.geant.org/display/SM/ECHE
+Whitelist 

Public copy of the HEIs removed from the 
ECHE Whitelist:

● https://wiki.geant.org/display/SM/Remo
ved+from+the+ECHE+Whitelist 

https://wiki.geant.org/display/SM/ECHE+Whitelist
https://wiki.geant.org/display/SM/ECHE+Whitelist
https://wiki.geant.org/display/SM/Removed+from+the+ECHE+Whitelist
https://wiki.geant.org/display/SM/Removed+from+the+ECHE+Whitelist


IdP of Last Resort (Scenario 4)
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IdP of Last Resort (Scenario 4)
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● List of countries with HEIs using the 

the IdP of Last Resort 

(from the whitelist)



IdP of Last Resort (Scenario 4)
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● Each country has a list of 

institutions 

(from the whitelist)



IdP of Last Resort (Scenario 4)
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● Each HEI has a group of IROs and 

group of Students



IdP of Last Resort (Scenario 4)
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● IROs have to register on the 

MyAcademicID Platform by 

invitation



IdP of Last Resort (Scenario 4)
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Users of the IdP of Last Resort can use either 
the national eID, Google or EU Login 
(coming soon) to login

Supported National eIDs



IdP of Last Resort (Scenario 4)
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● Students have to apply for 

registration on the MyAcademicID 

platform and register their student 

number



IdP of Last Resort (Scenario 4)
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● IROs receive the student 

applications for their HEIs, validate 

them and approve or reject them



IdP of Last Resort (Scenario 4)
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● When a student is approved the 

ESI is generated:

urn:schac:personalUniqueCode:int:esi:hei01.xx:23490G



IdP of Last Resort (Scenario 4)
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● When a student is approved the 

ESI is generated:

urn:schac:personalUniqueCode:int:esi:hei01.xx:23490G



IdP of Last Resort (Scenario 4)
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● When a student is approved the ESI 

is generated with a validity of 1 year:

urn:schac:personalUniqueCode:int:esi:hei01.xx:23490G

Student number provided 
by the student and 
verified by the IRO
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IRO Registration Flow



IRO Registration Flow



IRO Registration Flow

Do not try to search for your 
institution. It will not be found. 

You are using the IdP of Last Resort 
exactly because your institution does 
not support federated authentication.

Use eIDAS 
(if you have a national eID)

Or Google
(EU Login option coming soon)



IRO Registration Flow



IRO Registration Flow



IRO Registration Flow
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Student Registration Flow



Student Registration Flow

Do not try to search for your 
institution. It will not be found. 

You are using the IdP of Last Resort 
exactly because your institution does 
not support federated authentication.

Use eIDAS 
(if you have a national eID)

Or Google
(EU Login option coming soon)



Student Registration Flow



Student Registration Flow



Student Registration Flow



Student Registration Flow
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Student Application Management



Student Application Management Flow



Student Application Management Flow



Student Application Management Flow



Student Application Management Flow
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