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Agenda
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• Why are we here today?
• What are e-signatures?
• Why and how do we use e-signatures?
• Dialogue / Questions
• e-signatures in EDSSI
• Other topics explored in EDSSI L2
• Dialogue / Questions



Why are we here today?
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• What is the Erasmus program all about?
• What was the EDSSI L1 project all about?
• What is the EDSSI L2 project all about?
• What do you all want or need?



What are e-signatures?
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• Digital vs Electronic signatures
• A digital signature always relies on a crypto-based technology.
• An electronic signature is a collective noun. Therefore, a digital signature 

can be an electronic signature, but an electronic signature is not always 
a digital signature. 



Aspects of e-signatures
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• Authenticity
• Is the signature uniquely linked to the signatory?

• Identity
• Can we be absolutely sure we can identify the signatory?

• Authentication
• Can we be 100% confident that the signature is created under the 

sole control of the signatory?
• Integrity

• Can we detect any changes in the document after it is signed?



Why and how do we use e-signatures?
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• It is all about trust!
• Face to face agreements and hand written signatures on paper
• Erasmus without paper network

• A set of applications that are interconnected and where information is 
transferred between organisations and individuals and agreements 
are made by pushing buttons and storing the result in databases.

• The more complex ecosystems we create the more likely someone will 
circumvent expected procedures, which can erode trust. 
• E-signatures is one way to enable Authenticity, Identification, 

Authentication and Integrity in a system and also increase trust.



Trust in e-identities
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• eduGAIN identity interfederation
• Refeds assurance framework

• Low
• self-asserted identity together with verified e-mail address

• Medium 
• the person has sent a copy of their government issued photo-ID to the 

Credential Service Provider (CSP) and the CSP has had a remote live video 
conversation with them

• High
• the person has presented an identity document that is checked to be genuine 

and represent the claimed identity and steps have been taken to minimise the 
risk of a lost, stolen, suspended, revoked or expired document



eIDAS
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• Regulation on electronic identification and trust services
• Types of signatures

• Simple
• Advanced

• An advanced electronic signature shall meet the following requirements:
• (a) it is uniquely linked to the signatory;
• (b) it is capable of identifying the signatory;
• (c) it is created using electronic signature creation data that the signatory can, with a 

high level of confidence, use under his sole control; and
• (d) it is linked to the data signed therewith in such a way that any subsequent change 

in the data is detectable.
• Qualified



Questions / discussion
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• Do you use e-signature services in your organisation?
• Yes / No

• How high assurance is your organisations e-identity?
• Low, Medium, High, Not sure

• How high assurance is demanded when doing an e-signature?
• Low, Medium, High, Not sure

• What type of e-signature is used?
• Simple, Advanced, Qualified, Not sure



Do you use e-signature 
services in your 
organisation?

ⓘ Start presenting to display the poll results on this slide.

https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjF5VkNxWWc0THZrd0ZXalRGa0RpTXVsc2RablpEZk9td081Zkk3dUh1VE5NIiwic2xpZGVJZCI6IlNMSURFU19BUEk2ODUyNDkyOTJfMCJ9




How high assurance is your 
organisations e-identity?

ⓘ Start presenting to display the poll results on this slide.

https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjF5VkNxWWc0THZrd0ZXalRGa0RpTXVsc2RablpEZk9td081Zkk3dUh1VE5NIiwic2xpZGVJZCI6IlNMSURFU19BUEkxMjAzMDM3NDIyXzAifQ%3D%3D




How high assurance is 
demanded when doing an 
e-signature?

ⓘ Start presenting to display the poll results on this slide.

https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjF5VkNxWWc0THZrd0ZXalRGa0RpTXVsc2RablpEZk9td081Zkk3dUh1VE5NIiwic2xpZGVJZCI6IlNMSURFU19BUEkyMDk5ODMxMTQ2XzAifQ%3D%3D




What type of e-signature is 
used?

ⓘ Start presenting to display the poll results on this slide.

https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjF5VkNxWWc0THZrd0ZXalRGa0RpTXVsc2RablpEZk9td081Zkk3dUh1VE5NIiwic2xpZGVJZCI6IlNMSURFU19BUEkxMjUyMTM3NDFfMCJ9




e-signatures in EDSSI L2
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• Components of the eduSign signature service
• Frontend (Graphical User interface)
• Signature service backend
• Validation service

• Components of the signature flow in EDSSI
• MyAcademicID (Identity linking)
• OLA portal (Application)
• eduSign (Signature service with API)
• Harica (CA)



Login
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Choose organisation
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Upload document
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Preview and approve
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Sign document
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Download document
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Validation service
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Validation information
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OLA document signed
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Other topics explored in EDSSI L2
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• eTranslate
• eArchiving
• Student housing application



Questions / discussion
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• What documents would you like digitally signed in the Erasmus program?
• OLA, inter-institutional agreements, others

• What other aspects of e-signatures do you think the Erasmus program 
would benefit from?



What documents would you 
like digitally signed in the 
Erasmus program?

ⓘ Start presenting to display the poll results on this slide.

https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjF5VkNxWWc0THZrd0ZXalRGa0RpTXVsc2RablpEZk9td081Zkk3dUh1VE5NIiwic2xpZGVJZCI6IlNMSURFU19BUEkxNDIyNTgwMzlfMCJ9




Links to eduSign

eduSign signature service

eduSign validation service

eduSign open source code repositories
Frontend: https://github.com/SUNET/edusign-app
Backend: https://github.com/swedenconnect/signservice
Validation: https://github.com/SUNET/docker-sigval

http://edusign.sunet.se
https://validator.edusign.sunet.se/


Thank you!

Stefan Liström
steli@sunet.se
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eArchiving Building Block: 
Creating a proof of 
concept for eArchive 
services
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Introduction video: https://www.youtube.com/watch?v=6QD4nARlnrE

https://www.youtube.com/watch?v=6QD4nARlnrE
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Source: https://ec.europa.eu/digital-building-blocks/wikis/display/CEFDIGITAL/eArchiving

What is eArchiving?
Important information should be kept accessible and reusable for years to come, regardless of the 
system used to store it. eArchiving provides core specifications, software, training and knowledge to help 
people preserve and reuse information over the long-term.

One of the main goals of EDSSI2 is the eSignature service and applying it to the Online Learning 
Agreement portal in order to do a proof of concept of allowing students to e-sign their Online Learning 
Agreements (OLA). 

Online Learning Agreement, the perfect candidate to test eArchiving:
 

● Document contains important information
● eSign document (can we keep integrity by using eArchiving?)

eArchiving and EDSSI2

https://ec.europa.eu/digital-building-blocks/wikis/display/CEFDIGITAL/eArchiving
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Activity 2
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

More in detail, Task 2.3 aims to:
1. Understand and test the CEF eArchiving building block

2. Actually use it and check its viability in the edssi-L2 project:
 

- Can we use it to guarantee long term preservation of documents and records?

- Can we keep integrity of digitally signed documents?

- How Higher Education Institutions (HEI) can use it?

- Can we automate the use of the solution (web services?)

3. Report our findings 
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Prototyping phase – M13 / M16
1. Gathering information about CEF eArchiving

● The eArchiving Building Block is based on the outcomes of the E-ARK project (2014-2017)* that piloted 
an

● an end-to-end OAIS compliant e-archival service.

● OAIS (Open Archival Information System) is an archive system described on the Magenta book 
● of the CSDS (The Consultative Committee for Space Data Systems). 

● Later on became an International Standard: ISO 14721:2015

Source: https://eark-project.com/
Source: https://ec.europa.eu/digital-building-blocks/wikis/display/CEFDIGITAL/eArchiving

https://eark-project.com/
https://ec.europa.eu/digital-building-blocks/wikis/display/CEFDIGITAL/eArchiving
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Source: https://en.wikipedia.org/wiki/Open_Archival_Information_System#/media/File:OAIS_Functional_Model_(en).svg

OAIS DIAGRAM

https://en.wikipedia.org/wiki/Open_Archival_Information_System#/media/File:OAIS_Functional_Model_(en).svg
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Prototyping phase – M13 / M16
2. Contacting the CEF eArchiving project managers

● Received additional contact information

● Guided us through to up-to-date information (information on CEF website was no longer updated)

● Pointed us to RODA solution and its Github repositories (https://github.com/keeps/roda)

 

https://github.com/keeps/roda
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Source: https://www.roda-community.org/#welcome
Source: https://ec.europa.eu/digital-building-blocks/wikis/download/attachments/82772652/3.%28CEF%29%28NewBB_Event%29_eArchiving.pdf?version=1&modificationDate=1552909509759&api=v2

An open-source digital repository designed for 
preservation*

RODA is a digital repository solution that delivers 
functionality for all the main units of the OAIS reference 
model. 

RODA is capable of ingesting, managing and providing 
access to the various types of digital objects produced 
by large corporations or public bodies. 

RODA is based on open-source technologies and is 
supported by existing standards such as the Open 
Archival Information System (OAIS), Metadata 
Encoding and Transmission Standard (METS), 
Encoded Archival Description (EAD), Dublin Core (DC) 
and PREMIS (Preservation Metadata).

https://www.roda-community.org/#welcome
https://ec.europa.eu/digital-building-blocks/wikis/download/attachments/82772652/3.%28CEF%29%28NewBB_Event%29_eArchiving.pdf?version=1&modificationDate=1552909509759&api=v2
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

RODA-in is a tool specially designed for producers and 
archivists to create Submission Information Packages 
(SIP) ready to be submitted to an Open Archival 
Information System (OAIS). The tool creates SIPs from 
files and folders available on the local file system.

The tool includes features such as:
● Create, load and edit classification schemes
● Automatic association of files/folders to SIP
● Automatic association of metadata to SIP
● Definition of metadata templates
● Support for various metadata formats (EAD, DC, etc.)
● Creation of SIP of unlimited size
● Creation of SIP in various formats: BagIt and E-ARK

Source: https://rodain.roda-community.org/

https://rodain.roda-community.org/
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

3. Using RODA – Installation 

● RODA – Demo online - preliminary tests (information sent is deleted after a short period of time)

● RODA – Installed locally (on-premise) - deeper tests and exploration. Limited availability

● RODA – Installed on Azure cloud  – “production” environment for task 2.3

● Reported issues on installing latest version (not login module available / neither main menus).
● Downgraded to a previous version to proceed with full installation 

● RODA-in – Installed locally for SIP (submission information packages) creation

Prototyping phase – M13 / M16
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

3. Using RODA - Archivists

● Archivists work on RODA consisted on defining and creating:

● Authority Record

● File Plan

● Collection

● Series

● Metadata schemes (based on mets / dublin core / EAD)

Prototyping phase – M13 / M16
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

3. Using RODA - Archivists

● Archivists also created a fake OLA file consisting on:

● “OLA” not digitally signed

● “OLA” digitally signed

● Created the SIP and proceed with the pre-ingest and ingest process

Prototyping phase – M13 / M16
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Proof-of-concept phase – M17 / M20

DEMO / SLIDES 



160

eArchiving Building Block:  
Creating a Proof of concept for eArchive services
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Entity creation
(Authority Record)
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Entity creation
(Authority Record)

● EAD (Encoded Archival Description)

● Dublin Core

Standards available
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

SIP – Creation process
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

SIP - SIP  
Creation process
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Associations methods for the SIP

● One SIP for each file or folder

● One SIP with all files or folders

● One SIP for each file under a folder

● Information packages alongside SIP
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Resulting SIP packages to be 
sent to RODA



168

eArchiving Building Block:  
Creating a Proof of concept for eArchive services
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Pre-ingest result



170

eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Ingest process
Ingest workflow has several 
possibilities of configuration
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Selecting Authority Record
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Ingest process outcome
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Searching the package
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Entity level search
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Series level
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

File level search
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Records / documents
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Build-in pdf viewer
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

ADDITIONAL FEATURES 
TO BE EXPLORED

● Preservation actions module
● Disposal module
● Logs module
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Logs Module
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Preservation actions module
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Preservation actions module
Several processes to be 
explored: 

● Validation processes

● Management processes

● Format identification processes

● Risk management processes

● ...
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

Disposal policies module

● Retain permanently

● Review at the end of the retention 
period

● Destroy at the end of the retention 
period

Retention policies available:
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

● No software needs to be created to use CEF eArchiving (RODA is a plug and play 
software)

● Real solution for to long term preservation purposes of information, documents and 
records

● International standards compliant

● May be used to guarantee integrity of outdated digitally signed documents

● “Manual” solution: No web services found so far (connect OLA portal and RODA)

Conclusions so far:
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

● Make a test with a real Online Learning 
Agreement 

● Test preservation functionalities and actions

● Test disposal functionalities and policies

● Proceed with the EDSSI2 task 2.3 Report

NEXT STEPS:
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eArchiving Building Block:  
Creating a Proof of concept for eArchive services

THANK YOU
Task 2.3 team contact details:

 
Pilar Romera Aguila

promera@ub.edu

Domingo Jorge Iglesias Sesma
diglesias@ub.edu

Ferran Abarca Peris
Ferran.abarca@ub.edu

mailto:promera@ub.edu
mailto:diglesias@ub.edu
mailto:Ferran.abarca@ub.edu
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Erasmus+
Enriching lives, opening minds

Higher education

Jean Monnet 
Sport
Youth
School education
Vocational education and training
Adult education

EUROPEAN 
STUDENT CARD
EU Student eCard Stakeholders Forum, Venice

https://erasmus-plus.ec.europa.eu/european-student-card-initiative/card
https://erasmus-plus.ec.europa.eu/european-student-card-initiative/card
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Thank you!




