-

- -

<4
% &

European'DlgltaI Student S rV|ce

Infrastructure Level 2%,'EU'-' =
Stl}a‘ent eCard Stakeholders Fofl

. Vs B

The sole responsibility of this publication lies with the project consortium. The European * %% Co-funded b
Union is not responsible for any use that may be made of the information contained therein. A y

[ .v‘l“

B

i

‘ .”U!“ : ' .-~' »
March 9-10, 2023
Venice Nk e,

CEF-TC-2020-3 LU the European Union



OS] edss|’
Day 2

08:45 Arrival

09:00 eSignatures in EDSSI

10:00 eArchiving Building Block: Creating a
Proof of concept for eArchive services

10:30 Coffee break

11:00 The European Student Card: simplifying
student mobility for students and Higher
Education Institutions

11:45 The future of Student Card Systems. A
roundtable

12:30 End of the Forum
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Agenda

« Why are we here today?

« What are e-signatures?

 Why and how do we use e-signatures?
 Dialogue / Questions

» e-signatures in EDSSI

» Other topics explored in EDSSI L2
 Dialogue / Questions

A,
N\g

% edssi’
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N
Why are we here today? Yy %edssi®

What is the Erasmus program all about?
What was the EDSSI L1 project all about?
What is the EDSSI L2 project all about?
What do you all want or need?
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What are e-signatures? s edssi

 Digital vs Electronic signatures
« Adigital signature always relies on a crypto-based technology.

* An electronic signature is a collective noun. Therefore, a digital signature
can be an electronic signature, but an electronic signature is not always
a digital signature.
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N
Aspects of e-signatures Wy EdSSI

Authenticity
* Is the signature uniquely linked to the signatory?

|dentity
« Can we be absolutely sure we can identify the signatory?

Authentication
« Can we be 100% confident that the signature is created under the
sole control of the signatory?
Integrity
« Can we detect any changes in the document after it is signed?
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Why and how do we use e-signatures? i§9d55|

 ltis all about trust!
» Face to face agreements and hand written signatures on paper

« Erasmus without paper network

« A set of applications that are interconnected and where information is
transferred between organisations and individuals and a%reements
are made by pushing buttons and storing the result in databases.

* The more complex ecosystems we create the more likely someone will
circumvent expected procedures, which can erode trust.

« E-signatures is one way to enable Authenticity, Identification,
Authentication and Integrity in a system and also increase trust.
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Trust in e-identities &~ edssi

* eduGAIN identity interfederation

* Refeds assurance framework
* Low
* self-asserted identity together with verified e-mail address
 Medium

 the person has sent a copy of their government issued photo-ID to the
Credential Service Provider (CSP) and the CSP has had a remote live video
conversation with them

« High
* the person has presented an identity document that is checked to be genuine

and represent the claimed identity and steps have been taken to minimise the
risk of a lost, stolen, suspended, revoked or expired document
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2
eIDAS % edssi

* Regulation on electronic identification and trust services

* Types of signatures
 Simple
* Advanced
* An advanced electronic signature shall meet the following requirements:
* (a)itis uniquely linked to the signatory;
* (b) it is capable of identifying the signatory;

* (c)itis created using electronic signature creation data that the signatory can, with a
high level of confidence, use under his sole control; and

* (d)itis linked to the data signed therewith in such a way that any subsequent change
in the data is detectable.

* Qualified
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R
Questions / discussion N\g EdSSI

Do you use e-signature services in your organisation?
* Yes/No

How high assurance is your organisations e-identity?
* Low, Medium, High, Not sure

How high assurance is demanded when doing an e-signature?
* Low, Medium, High, Not sure

What type of e-signature is used?
« Simple, Advanced, Qualified, Not sure
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slido N

Do you use e-signature
services in your
organisation?

@ Start presenting to display the poll results on this slide.

% edssi’


https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjF5VkNxWWc0THZrd0ZXalRGa0RpTXVsc2RablpEZk9td081Zkk3dUh1VE5NIiwic2xpZGVJZCI6IlNMSURFU19BUEk2ODUyNDkyOTJfMCJ9
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Do you use e-signature services in your organisation? 22 8§

Yes

) 91 %o
No

@ 9%

N
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How high assurance is your
organisations e-identity?

@ Start presenting to display the poll results on this slide.


https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjF5VkNxWWc0THZrd0ZXalRGa0RpTXVsc2RablpEZk9td081Zkk3dUh1VE5NIiwic2xpZGVJZCI6IlNMSURFU19BUEkxMjAzMDM3NDIyXzAifQ%3D%3D

How high assurance is your organisations e-identity? 20 &
High

G 3 5 %
Medium

Gl 30%

Low

@ 0%

not sure

I m—————— - 35 %

N
N

% edssi’



slido & edss|’

How high assurance is
demanded when doing an
e-signature?

@ Start presenting to display the poll results on this slide.


https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjF5VkNxWWc0THZrd0ZXalRGa0RpTXVsc2RablpEZk9td081Zkk3dUh1VE5NIiwic2xpZGVJZCI6IlNMSURFU19BUEkyMDk5ODMxMTQ2XzAifQ%3D%3D

o

How high assurance is demanded when doing an e-signature? 18

High
i 33%

Medium

D 56 %

Low

@ 6%

not sure

I 6%

N
N
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What type of e-signature is
used?

@ Start presenting to display the poll results on this slide.


https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjF5VkNxWWc0THZrd0ZXalRGa0RpTXVsc2RablpEZk9td081Zkk3dUh1VE5NIiwic2xpZGVJZCI6IlNMSURFU19BUEkxMjUyMTM3NDFfMCJ9

o

What type of e-signature is used? 19

simple

Gl 1%

advanced
@ 21%

qualified
—— 63 %

not sure
5%

N
N

% edssi’
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e-signatures in EDSSI L2 1\ % edssi’

« Components of the eduSign signature service
* Frontend (Graphical User interface)
« Signature service backend
 Validation service
« Components of the signature flow in EDSSI
* MyAcademiclD (ldentity linking)
« OLA portal (Application)
» eduSign (Signature service with API)
« Harica (CA)
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Login

Lfl

eduSign

SUNET
eduSign - Secure digital signature
‘ Access through your institution ’
To sign
This service can be used to upload and sign PDF documents or XML documents. This is
done easily by performing the following steps:
1. Upload documents to sign
2. Confirm the uploaded documents are correct
3. Identify yourself with the appropriate SWAMID electronic ID
4. Download signed document
1.1.0 Help Svenska

N\
e

edssi’
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s
Choose organisation W %edss|”

|| || Access to ‘ SUNET eduSIGN Service ’

Find Your Institution

Your university, organization or company

Examples: Science Institute, Lee@uni.edu, UCLA

Remember this choice  Learn More
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g
Upload document edSSI

i 5
ed u S I g n Signed in as Stefan Listrém J

SUNET

/ \

=l P

Drag and drop files to be signed here

or

2 click here to choose files to be signed

If you experience problems with eduSign contact your local IT-support

Sign selected documents Download all signed Clear personal documents list

[ Show contextual help Svenska
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Preview and approve %~ edssi

i 5
ed u S I g n Signed in as Stefan Listrém J

SUNET

*

Drag and drop files to be signed here

or

click here to choose files to be signed

If you experience problems with eduSign contact your local IT-support

~Personal

59.6 KiB Rektorsbeslut.pdf

Preview and approve '

Sign selected documents Download all signed Clear personal documents list

O Show contextual help Svenska
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«v» 2
Sign document EdSSI

i 5
ed u S I g n Signed in as Stefan Listrém J

SUNET

2+

Drag and drop files to be signed here

or

click here to choose files to be signed

If you experience problems with eduSign contact your local IT-support

-Personal documents

59.6 KiB Rektorsbeslut.pdf Other options } [ Remove ]

W . ™
‘ Sign selected documents b

Download all signed Clear personal documents list

O Show contextual help Svenska
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Download document g~ edssi

.
ed u S I g n Signed in as Stefan Listrom 5
SUNET

*

Drag and drop files to be signed here

or

click here to choose files to be signed

If you experience problems with eduSign contact your local IT-support

~Personal d

e —
R

Signed by: Stefan Listrém <steli@sunet.se>.

Sign selected documents Download all signed Clear personal documents list

[ Show contextual help Svenska
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Validation service Wy sedssi

eduSign 55

SUNET

Electronic signature validation ensv

Upload signed document for validation

Select files ...
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Validation information sedssi

eduSign

1]

SUNET
Electronic signature validation ensv
Document Rektorsbeslut-signed.pdf

Status @ All signatures are valid

Documen pe PDF

‘ Issue document with proof of validation

Signature 1

Status @ Signature is valid

Type of validation Signature validation

Can be validated until 2023-08-30 15:23 CEST
Coverage The signature covers the whole document
Signing time 2022-08-30 15:33 CEST

Identity provider https://login.idp.eduid.sefidp.xml
Service provider https://edusign.sunet.se/shibboleth
Signer

Display name Stefan Listrom

Given name Stefan

Surname Listrom

EDUPerson principal name pufag-rarog@eduid.se

Country code se
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W, 2
OLA document signed %~ edssi

+ LIKHU GXFDWRQ
E / FOUCLQUBS JUHP HIBRUBWGLH/ §87+R CH
rasmus+ VORXQQU# MDXWRIU :
SFOGHP LKk HURBRAE 00 Slgna‘ture page
‘This document has been electronically signed ed uSI n
{ [ FHSVIRQDEFK DOUHARE7DE .81 EDSSAFDE G- using eduSign.
BREHTL HSRQME BESHIRACIN HBHIGIOR GMURE
1XP EHURI(£76
LRP SROHOWHE AT Maria Tsiakmaki
wresrw | T e | Wriovmg | S0000 [ oo | YoolommEn $xven
QHow R HOM DZDUGHGE\BKH | P DAF 2023-02-15 12:59 UTC
VRQEDWIOGE | RIBKHONLE 1RU
FROHEL HOFRP 8 SHFHYIQUR, QWEKE | SHFRJE
FOWGILGMKH | VKDGFRP § FKDQUH
o SROHOW VIROIXSRGNXFE R auth. I php
JEoRE FRXUMFDVE | SROHQW X SO8
auxi
WRQ
(Iweaa)
B0EE 0 DY DFFHSW $GEHG WKHP RELIE | B <HY
WESHURG
4RP P P HOW.
T LiE
WOEHE
SRPPULP HOW [ 10PH ( P DIEEBKROH IRMMRQ ‘o 6LIQDILH
swaaw 20H887+ | VDRXQQU LIDXHKEIU swaHw BRmOmE
SRPPUP HOW [ 10PH (P DUEHBKROH IRMMRQ ol 6LIODIKLH
SHARQUE® SHARQUE®!
SHORCEDBKH , SHRADW Action Timestamped
rcconawe | oMo | vowssloes ey | SETEIR | sameme
WHRQ JQMIKURQ
e EWP
SFCR G | POEDOUD | SIDBOOGH 0PBY | SRUGORY | samems
WHRQ s

i

Validate signed documents at: https://validator.edusign.sunet.se
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Other topics explored in EDSSI L2 N\ EdSSI

« eTranslate
« eArchiving
« Student housing application
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R
Questions / discussion N\g sedssi

« What documents would you like digitally signed in the Erasmus program?
« OLA, inter-institutional agreements, others

« What other aspects of e-signatures do you think the Erasmus program
would benefit from?
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slido a8 edssi®

What documents would you
-— |ike digitally signed in the
Erasmus program?

@ Start presenting to display the poll results on this slide.


https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjF5VkNxWWc0THZrd0ZXalRGa0RpTXVsc2RablpEZk9td081Zkk3dUh1VE5NIiwic2xpZGVJZCI6IlNMSURFU19BUEkxNDIyNTgwMzlfMCJ9

What documents would you like digitally signed in the Erasmus program? 17 &

OLA (Online Learning Agreement)
Cmmmmmmmmmmmmmmmmm—————————————— 9%

IIA (Interinstitutional Agreement)

4%

other
g 65%

N
N

% edssi’



A,
Links to eduSign Y %edssI”

eduSign signature service

eduSign validation service

eduSign open source code repositories

Frontend: https://github.com/SUNET/edusign-app
Backend: https://github.com/swedenconnect/signservice
Validation: https://github.com/SUNET/docker-sigval


http://edusign.sunet.se
https://validator.edusign.sunet.se/

OS] edssi’

Thank you!

Stefan Listrom
steli@sunet.se
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eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C ed SS|

CEF eArchiving Building Block

Simplify long-term access to information

147


https://www.youtube.com/watch?v=6QD4nARlnrE

eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C ed SS|

What is eArchiving?

Important information should be kept accessible and reusable for years to come, regardless of the
system used to store it. eArchiving provides core specifications, software, training and knowledge to help
people preserve and reuse information over the long-term.

eArchiving and EDSSI2

One of the main goals of EDSSI2 is the eSignature service and applying it to the Online Learning
Agreement portal in order to do a proof of concept of allowing students to e-sign their Online Learning
Agreements (OLA).

Online Learning Agreement, the perfect candidate to test eArchiving:

. Document contains important information
. eSign document (can we keep integrity by using eArchiving?)

Source: https://ec.europa.eu/digital-building-blocks/wikis/display/CEFDIGITAL/eArchiving 148


https://ec.europa.eu/digital-building-blocks/wikis/display/CEFDIGITAL/eArchiving

eArchiving Building Block:

Creating a Proof of concept for eArchive services

OS] edssi’

Activity 2

Task 2.1 Géant Updating requirements analysis for M1 — M4
building blocks and e-services

Task2.2 SRC Building an eSignature solution M5 — M12

Task 2.3 uB Creating a Proof of concept for eArchive M13 — M23

Task 2.4 AUTh Usability report of eTranslate CEF M13 — M16
building block

Task 2.5 SW-KA Student housing Web-Application M5 — M12

Task 2.6 EUF Connecting e-services to the M13 — M20

interoperability infrastructure

EDSS! L2 Gantt 23.06.2022

[sep|Oct [Now|Dec)

2022
Jan.[Feb.Mar./Apr.May [JunJJul. [Aug|Sep|Oct [Now|Deo)

023
Jan.JFeb.Mar, |Apr [May[JunJJul. [Aug

Activities

Leaders

M1 (M2 [mM3 [m4

M5 (M6 M7 M8 (M9 [M10|M11]M12|M13|M14[M15|M16

M17]M18|M19|M20 M21 M22 M23 |M23

Activity 2 - Deploying CEF building blocks and e-Services

Task 2.1 - Updating requirements analysis for building blocks and e-services|GEanT

Task 2.2 - Building an eSignature solution SRC
Task 2.3 - Creating a Proof of concept for eArchive services uB
Task 2.4 - Usability report of eTranslate CEF building block AUTh
Task 2.5 - Student housing Web-Application STK
Task 2.6 - Connecting e-services to the interoperability infrastructure [EuF
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eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C Ed SS|

More in detail, Task 2.3 aims to:

1. Understand and test the CEF eArchiving building block
2. Actually use it and check its viability in the edssi-L2 project:
- Can we use it to guarantee long term preservation of documents and records?
- Can we keep integrity of digitally signed documents?
- How Higher Education Institutions (HEI) can use it?
- Can we automate the use of the solution (web services?)

3. Report our findings
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eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C Ed SS|

Prototyping phase — M13 / M16

1. Gathering information about CEF eArchiving

. The eArchiving Building Block is based on the outcomes of the E-ARK project (2014-2017)* that piloted
an
. an end-to-end OAIS compliant e-archival service.

. OAIS (Open Archival Information System) is an archive system described on the Magenta book
. of the CSDS (The Consultative Committee for Space Data Systems).

. Later on became an International Standard: ISO 14721:2015

Source: https://eark-project.com/ 151
Source: https://ec.europa.eu/digital-building-blocks/wikis/display/CEFDIGITAL/eArchiving


https://eark-project.com/
https://ec.europa.eu/digital-building-blocks/wikis/display/CEFDIGITAL/eArchiving

eArchiving Building Block:

Creating a Proof of concept for eArchive services

N
g

% edssi’

OAIS DIAGRAM

.

PRODUCER

Descriptive
information

Preservation planning
Data
Descriptive
information

Management

Archival
Storage

N

=
[
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.‘
@
v
©
=
v
@
w

CONSUMER
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https://en.wikipedia.org/wiki/Open_Archival_Information_System#/media/File:OAIS_Functional_Model_(en).svg

eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C Ed SS|

Prototyping phase — M13 / M16

2. Contacting the CEF eArchiving project managers
. Received additional contact information
. Guided us through to up-to-date information (information on CEF website was no longer updated)

. Pointed us to RODA solution and its Github repositories (https://github.com/keeps/roda)

153


https://github.com/keeps/roda

eArchiving Building Block:

Creating a Proof of concept for eArchive services ;}C EdSSI

() RODA 4

eArchiving features

; e _— == - 0o
eArchiving = o
= — Q
Pre-
Access | View
l ~_Ingest Ingest Storag
& RODA-In ESSArch Tools RODA Search and Display ~ IP Viewer

Database
Preservation Order Management  Visualisation
tttttttt

nnnnnnnnnnnnnn

An open-source digital repository designed for
preservation®

RODA is a digital repository solution that delivers
functionality for all the main units of the OAIS reference
model.

RODA is capable of ingesting, managing and providing
access to the various types of digital objects produced
by large corporations or public bodies.

RODA is based on open-source technologies and is
supported by existing standards such as the Open
Archival Information System (OAIS), Metadata
Encoding and Transmission Standard (METS),
Encoded Archival Description (EAD), Dublin Core (DC)
and PREMIS (Preservation Metadata).

Source: https://www.roda- commumty org/#welcome
Source: https://ec.europa.eu/digital-building-b wikis/dow

154



https://www.roda-community.org/#welcome
https://ec.europa.eu/digital-building-blocks/wikis/download/attachments/82772652/3.%28CEF%29%28NewBB_Event%29_eArchiving.pdf?version=1&modificationDate=1552909509759&api=v2

eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C ed SS|

RODA-in is a tool specially designed for producers and
archivists to create Submission Information Packages
(SIP) ready to be submitted to an Open Archival

R O D A ( Information System (OAIS). The tool creates SIPs from
’ files and folders available on the local file system.

SIP creationiteal

Tool to create Submission Information Packages (SIP)

The tool includes features such as:

4 Download latest release @ Inspect source code . Create, load and edit classification schemes

. Automatic association of files/folders to SIP

. Automatic association of metadata to SIP

. Definition of metadata templates

. Support for various metadata formats (EAD, DC, etc.)
. Creation of SIP of unlimited size

. Creation of SIP in various formats: Baglt and E-ARK

Source: https://rodain.roda-community.org/ 155


https://rodain.roda-community.org/

eArchiving Building Block: 2
Creating a Proof of concept for eArchive services ;}C ed SSl|

Prototyping phase — M13 / M16

3. Using RODA — Installation
. RODA — Demo online - preliminary tests (information sent is deleted after a short period of time)
. RODA - Installed locally (on-premise) - deeper tests and exploration. Limited availability
. RODA - Installed on Azure cloud - “production” environment for task 2.3
. Reported issues on installing latest version (not login module available / neither main menus).

. Downgraded to a previous version to proceed with full installation

. RODA-in — Installed locally for SIP (submission information packages) creation
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eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C Ed SS|

Prototyping phase — M13 / M16

3. Using RODA - Archivists
. Archivists work on RODA consisted on defining and creating:
. Authority Record
. File Plan
. Collection
. Series

. Metadata schemes (based on mets / dublin core / EAD)
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eArchiving Building Block:
Creating a Proof of concept for eArchive services

R/
W~

% edssi’

Prototyping phase — M13 / M16

3. Using RODA - Archivists
. Archivists also created a fake OLA file consisting on:
. “OLA” not digitally signed
. “OLA” digitally signed

. Created the SIP and proceed with the pre-ingest and ingest process
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eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C e :lSS|

Proof-of-concept phase — M17 / M20

DEMO / SLIDES
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eArchiving Building Block:
Creating a Proof of concept for eArchive services

& edss|’

_) RODA

# Welcome  Catalogue  Search

Ingest  Administration Disposal Planning Help

Welcome to RODA!

An open-source digital repository designed for preservation

RODA s a digital repository solution that delivers functionality for all the main unil
bccess to the various types of digital objects produced by large corporations or public bodies. RODA is based

of the OAIS reference model. RODA s capable of ingesting, managing and providing

by existing

standards such as the Open Archival Information System (OAIS), Metadata Encoding and Transmission Standard (METS), Encoded Archival Description (EAD), Dublin Core
(DC) and PREMIS (Preservation Metadata).

Conforms to open standards

RODA follows open standards using EAD for description
metadata, PREMIS for preservation metadata, IMETS for
structural metadata, and several standards for technical
metadata (e.g. NISO 230,87 for

tal still images).

Scalable

The service-oriented nature of RODA's architecture allows the
system to be highly scalable, enabling the distribution of the
processing load between several servers. Furthermore, the use
of advanced indexing components enable RODA's discovery
services to be spread through various servers on a cluster for
even greater performance.

Authenticity

RODA uses preservation metadata (PREMIS) to create a trust.
chain between all format migrations and content verifications.
The preservation metadata, together with the establishment of
trust of its surrounding environment (150 16363) ensures
reliability of the service and authenticity of the enclosed digital
records.

Copes with the rapid changing nature of
technology

The plug-in and job execution module allows an easy way to add
more functionality to the system (e.q. new preservation actions,

 —

Vendorindependent

RODA s 100% built on top of open-source technologies. The
entire infrastructure required to support RODA is vendor
independent. This means that you may use the hardware and
Linux distributions that best fit your institutional needs.

Embedded preservation actions

Preservation actions and management within RODA is handled
by a job execution module. The job execution module allows the
repository manager to run preservation tasks over a given set of
data. Preservation actions include format conversions,
checksum reporting (e.g. t i nd SIP
acceptance/rejection emails), virus checks, etc.

Support for multiple formats

RODA s capable of ingesting all sorts of content types.
Migration action components support migrating text
documents, raster images, relational databases, video, and
audio into normalized formats for long-term preservation. A
plug-in mechanism enables RODA to easily support additional
Format migrations.

Advanced access control

Users must be authenticated before accessing the repository.
Alluser actions are logged for future accountability. Permissions
are granular and can be defined at repository level, all the way.
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eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C edSS|

Entity creation
(Authority Record) O RODA

# Welcome Cathlogue Search Ingest Administration Disposal Planning  Help

O catalogue

The catalogue is the inventory of all items or records found in the repository. A record can represent any information entity available in the repository (
sections, series, files, etc. This page lists all the top-level aggregations in the repository. You may drill-down to sub-aggregations by clicking on any of tF

Search...

Could not find any intellectual entities in this context.

CREATE INTELLECTUAL ENTITY ©
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eArchiving Building Block: 2
Creating a Proof of concept for eArchive services ;}C edSS|

Entity creation (O RODA

( Au thorl ty Recor d) # Welcome Catalogue Search Ingest Administration Disposal Planning Help

Intellectual Entity > ¢/ D Universitat de Bar...

[ Universitat de Barcelona

0 risk incidences, 0 preservation events and 2 log entries

Dublin Core (2002-12-12) [+

Title
Universitat de Barcelona

Standards available

dentifier
79653c1b-84bb-4666-bc1d-236422c0a3a0

English

. EAD (Encoded Archival Description)

. Dublin Core
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eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C edSS|

RODA-In = X

u
r r File Edit Classification Scheme  View Hel
1. FILE EXPLORER 2. INFORMATION PACKAGES 3.INSPECTOR

Select an item from
Choose the folders Load your the information packages

that contain your files classification scheme to inspect it

SIP creation tool

Tool to create Submission Information Packages (SIP) Choose folder

& Download latest release © Inspect source code

4.SUBMISSION PACKAGES Create SIP(s)

Memory usage: 27.0 MB of 38.4 MB.
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RODA-In

File Edit Classification Scheme View  Help
S I P [} FILE EXPLORER 2. INFORMATION PACKAGES 3.INSPECTOR [ Metadata scheme UB MIXED &

_01_Expedient_prova_01 sers\Ferran.ab PR 8 Metedata scheme uB

B RODA_3.1.3.30_01_SXxXX_Expedients_sol_licituds_sjuts_UB.oc

v s

METADATA (2 4

o UUI0"C 2200035 10-437 L3 1US"35 155682000 |

B RODA_Document_proves_UBeTram.pdf

Creation process .

Final date

Creator

This is a metadata scheme test For US

Description

Producer

Contributor

Rights

Coverage

Format

Relation

Language ‘ English
T

Associate files/directories
to an information package
to create a new association

< 5

New node: 0 SIP, 0 folder(s), 0 files, 08 Memory usage: 50.6 MB of 64.9 MB
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CREATE ASSOCIATION TO "Metadata scheme UB"

Associations methods for the SIP CHOOSE THE ASSOCIATION METHOD

One information package for each selected files or folders

Use this option to create a SIP for each of the selected files or folders. IF you selected five files and/or folders, the association
will create five SIPs, i.e. five descriptive items. Each one of these items can correspond to a distinct description level.

. One SIP for each file or folder

. One SIP with all files or folders

One information package for each file under the selected folder(s)

. One SIP for each file under a folder

. Information packages alongside SIP

=
=
L=l
=
-
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Fle Edt ClassificationScheme View Help Creating SIPs

ILE EXPLORER 2. INFORMATION PACKAGES s12. e for RODA
3.INSPECTOR | g iz 14 4 /4
) . Selected 1/1 SIP and 1/1 items

[ 5124 Test serie for RODA UB Project

1 5124_01_Test_file_01_RODA_University_of Barcelona e b v Export St ()
D [[wwidsecaadst-1963-4ffs-a512-68ed46720193 | o )
Title l 5124 Test serie For RODA UB Project ‘ Include hierarchy (/l
s |Ee [=] Create inventory report
Fnaldate | [=m]
crestor [ Ferran abarcs ] Cutput dir... 5124 _01_Test niversity_of_Ba

This is a test metadata series scheme for the

EDSSI2 project - Task 2.3 CEF eArchiving SIP Format E-AR

Description

Producer [ universityof Barcelona |
Contributor | |
Rights [ |
Language [ Engtisn |

#1 Created 1 item Remove

One information package for each selected files or folders

Input: 1 directory

Exp Elapsed 00:00:00
Current SIP 5124 Test serie for RODA UB Project
Status Done

5124_01_Test_file_01_RODA_University_of Barcelona: 1 directory, 4 fil.. 5124 Test serie for RODA UB Project: 1 SIP, 0 folder(s), 4 files, 3.5 MB Memory usage: 54.3 MB of 70.2 MB
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Resulting SIP packages to be
sent to RODA

5124 01_Expedient_prova_01 3/3/2023 14:14 Carpeta de fitxers
@: inventory_report - 2023.03.03 14.22.54.729.csv 3/3/2023 14:22 Archivo de valores
B8 5124 Prova_SIP_01_20220516 - uuid-9c2edbba-3c16-43f2-3f0e-a51668a2ddb1 zip 3/3/2023 14:22 Compressor ZIP ..
B8 5124 _Prova_SIP_01_20220516 - uuid- 7407d9de-9765-465¢-922c-1875ce03a65d.zip 3/3/2023 14:22 Compressor ZIP ...
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(O rRODA

# Welcome Catalogue Search Ingest Administration Disposal Planning Help

B Ingest transfer upload

+ Upload is done. You can upload more files or go back.

Drop files here

0 S124_Prova_SIP_01_20220516 - uuid-9c2edbba-3¢16-43f2-9f0e-a51668a2ddb1.zip v
29.21KB
O 5124_Prova_SIP_01_20220516 - uuid-7407d9de-9765-465c-922¢-1875ce03a65d.zip v
29494
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Pre-ingest result

(O roDA

# Welcome Catalogue Search Ingest Administration Disposal Planning Help

& Ferran @ English

mm Ingest transfer

The Transfer area provides the appropriate temporary storage to receive Submission Information Packages (SIPs) from Producers. SIPs may be delivered via electronic transfer (e.g. FTP) or loaded from media attached to the repository. This page also enables the user to search files in the temporary transfer area,
create/delete folders and upload multiple SIPs to the repository at the same time for further processing and ingest. The ingest process may be initiated by selecting the SIPs you wish to include in the processing batch. Click the "Process” button to initiate the ingest process.

Search... 2 & m
T nopareat

0O o Name Size Date created
(] 8] 5124_Prova_SIP_01_20220516 - uuid-9c2edbba-3¢16-43f2-9f0e-a51668a2ddb1.zip 28.5KB 2023-03-03 14:26:05
O D 5124_Prova_SIP_01_20220516 - uuid-7407d9de-9765-465c-922¢-1875ce03a65d.zip 288 KB 2023-03-03 14:26:05

EXPORT 1-20f2 <4 »
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Ingest process

Ingest workflow has several
possibilities of configuration

(O roDA

# Welcome  Catalogue Search Ingest Administration Disposal Planning  Help

& New process

Name
| Defaut ingest workflow (1.0)

Selected submission information packages (SIP)

©  Name
D 5124_Prova_SIP_01_2022051 i dbb: ip
D 5124_Prova_SIP_01_202205 lid- ip
ExpoRT
Workflow

¢ Default ingest workflow (1.0)
Q¢ Default ingest workflow (2.0)
22 Minimal ingest workFlow (1.0)

®¢ Minimal ingest workflow (2.0)

OBTAIN COMMAND &

Size Date created
285K8 2023-03-03 14:26:05
283KB 2023-03-03 14:26:05
120f2 4 >

Default ingest workflow (1.0)
Performs all the tasks needed to ingest a SIP into the repository and therefore creating an AIP.

Categories: ingest

Format of the St

OBaglt (1.0)

©EARKSIP (1.0)

OE-ARKSIP 2 (1.0)

O Uploaded file/folder (1.0)

Parent node

([ Force parent node

B AIP Virus check
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Selecting Authority Record

CARN I @ T e

OE-ARKSIP 2 (1.0)

E-ARK SIP 2 25 2 2ip File (alpha version).

O Uploaded file/Folder (1.0)

Parent node
Search... m
¥ Level Title A Date é
(7}
EXPORT 120f2 4 »

IMetadata validation

Checks iF the descriptive metadata included in the Information Package is present, and if it is valid according to the XML Schemas installed in the repository. A validation report:
is generated indicating which Information Packages have valid and invalid metadata.

U Civiku inFarmaban fammnokaban
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Ingest process outcome
_) RODA

# Welcome Catalogue Search Ingest Administration Disposal Planning Help & Ferran @ English

£ Ingest process

The Ingest process contains services and functions to accept Submission Information Packages (SIPs) from Producers, prepare Archival Information Packages (AlIPs) for storage, and ensure that Archival Information Packages and their supporting Descriptive Information become established within the repository. This
page lists all the ingest jobs that are currently being executed, and all the jobs that have been run in the past. In the right side panel, it is possible to filter jobs based on their state, user that initiated the job, and start date. By clicking on an item from the table, it is possible to see the progress of the job as well as

additional details.

O Name Creator v Start date Duration Status Progress Total @ @ ® ® Creators
0 Default ingest workFlow (1.0) Ferran 2023-03-03 14:44:48 27s [ done | 100% 2 2 0 0 0 OFerran (1)
EXBORY O 10f1 < » Status
[J done (1)
Failures
[ without failures (1)

Partial Success

[[J without partial success (1)
Skipped

[[J without skipped (1)
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Searching the package

) RODA

# Welcome Catalogue Search Ingest Administration Disposal Planning Help & Feran @ English

O Catalogue

The catalogue is the inventory of all items or records found in the repository. A record can represent any information entity available in the repository (e.. book, electronic document, image, database export, etc.). Records are typically aggregated in collections (or fonds) and subsequently organised in subcollections,
sections, series, files, etc. This page lists all the top-level aggregations in the repository. You may drill-down to sub-aggregations by clicking on any of the items in the table below.

Search... m

0 ®lLevel Title A Date é Description levels

O Ditem Universitat de Barcelona (item (1)

0 e Representations
EXPORT Y [T without files (2)

173



eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C edSS|

Entity level search

(O RrRODA

# Welcome Catalogue Search Ingest Administration Disposal Planning Help

Intellectual Entity > )/ DUniversitat de Bar... B Q 10f2 > %

D Universitat de Barcelona

dences, 0 preservation events and 18 log entries

Dublin Core (2002-12-12) @

Universitat de Barcelona
79653c1b-84bb-4666-bc1d-236422c0a3a0

English

a%a Sublevels Search... sdvanced W m
0 @Level Title A Date @ Description levels
0 Ditem Metadata scheme UB Ditem 3)
O  Ditem Metadata scheme UB e E e ias

[ without files (3)

O  Ditem 5124 Test serie for RODA UB Project 2022-03-01 to 2022-03-01

EXPORT

130f3 <« »

CREATE REPRESENTATION ©
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Series level

O rODA

# Welcome  Catalogue

Ingest Administration Disposal Planning Help & Ferran @ English
Intellectual Entity > )/ (I Universitar de Bar / [3S124 Test serie for...

Q < 30f3 H
[3 S124 Test serie For RODA UB Project

o risk incidences, 8 preservation events and 0 log entries

o

Ferran Abarca

2022-03-01
tifie
uuid-9ec3ad81-1963-4ff5-a512-68ed4b720193
anguage

English

Pub

er

University of Barcelona

= @ Level Title 4 Date @ Description levels
o Ditem 5124_01_Test_Ffile_01_RODA_University_of_Barcelona & Oieem (1)
EXPORT 110f1 @ @ Representations
[ with files (1)
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File level search

(O RroODA

& Ferran @ English

B Qi

4 Welcome Catalogue Search Ingest Administration Disposal Planning Help
./ 5124_01_Test file...

/ 15124 Tes

Intellectual Entity > O/ [ Universitar de Bar..

[1S124_01_Test_file_01_RODA_University_of Barcelona

0 risk incidences, 9 preservation events and 0 log entries

Dublin Core (2002-12-12) @

Title
S$124_01_Test_file_01_RODA_University_of_Barcelona

dentifier

uuid-a06c9686-4ca8-403d-9bd0-dc660b01aaSh

Language
English
& Representations Search... sdvanced W m
O  Type Number of files Size Status Creation date Last modification Type
O &mixep 4files and 0 folders 35MB  Original 2023-03-03 14:08:06 UTC 2023-03-03 14:08:06 UTC LMD (1)
EXPORT 110f1 4 » States
[J original (1)

CREATE SUBLEVEL ©
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Records / documents
() roDA

4 Welcome Catalogue Search Ingest Administration Disposal Planning Help & Ferran @ English

Representation » O/ D Universitat de Bar... / [J5124 Testserie for... / [15124 01 _Test file... / & MIXED i

& MIXED ez

0 risk incidences and 0 preservation events

O o Path Format File size
O D RODA_3.1.3.30_01_SXXX_Expedients_sol_licituds_ajuts_UB.odt OpenDocument Text 1.1 360.8 KB
L] D RODA_TEST_UB_01.pdf Acrobat PDF 1.6 - Portable Document Format 1.6 9.2KB
O D RODA_TEST_UB_02_digitally_signed.pdf Acrobat PDF 1.4 - Portable Document Format 1.4 2.2MB
O D RODA_TEST_UB_03_digitally_signed.pdf Acrobat PDF 1.6 - Portable Document Format 1.6 988.9 KB
EXPORT 1-40f4 4 »
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Build-in pdf viewer




eArchiving Building Block:
Creating a Proof of concept for eArchive services ;}C e :lSS|

ADDITIONAL FEATURES
TO BE EXPLORED

. Preservation actions module
. Disposal module
. Logs module
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Logs Module
_) RODA

4 Welcome Catalogue Search Ingest Administration Disposal Planning Help

B Activity log

Event logs are special files that record significant events that happen in the repository. For example, a record is kept every time a user logs in, when a download is made or when an modification is made to a descriptive metadata file. Whenever these events occur, the repository records the necessary information in
the event log to enable future auditing of the system activity. For each event the following information is recorded: date, involved component, system method or function, target objects, user that executed the action, the duration of action, and the IP address of the user that executed the action. Users are able to
filter events by type, date and other attributes by selecting the options available in the right side panel.

Search...
T
¥ Date Component Method User Duration Address Outcome Components
2023-03-03 14:32:33 Index Retrieve AIP Descriptive Metadata Ferran 774ms  1092.0.24 W)
2023-03-03 14:32:31 Index Retrieve Browse Aip Bundle Ferran 201ms 1092024 [ success | Methods
[0 Create Descriptive Metadata File (1
20230303 13:54:55 Index Retrieve AIP Descriptive Metadata Ferran 8soms  1092.0.24 = o o
[[J Retrieve AIP Descriptive Metadata
2023-03-03 13:54:53 Index Create Descriptive Metadata File Ferran 7s 1092024
[[J Retrieve Browse Aip Bundle (3)
2023-03-03 13:54:53 Index Retrieve Browse Aip Bundle Ferran 264ms  10.92.0.24
[J Retrieve Supported Metadata (1)
2023-03-03 13:54:31 Index Retrieve Supported Metadata Ferran 25 1092024 v
Isername
2023-03-03 13:54:29 Index Retrieve Browse Aip Bundle Ferran 240ms  10.92.0.24 (ClFerran (7)
EXPORT 1-70f7 4 »
Outcome
[ Success (7)
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Preservation actions module

O robA

4 Welcome Catalogue Search Ingest Administration Disposal Planning Help

¢ Preservation actions

Preservation actions are tasks performed on the contents of the repository that aim to enhance the accessibility of archived files or to mitigate digital preservation risks. Within RODA, preservation actions are handled by a job ion module. The job ion module allows the repository manager to run actions
over a given set of data (AIPs, representations or files). Preservation actions include format conversions, checksum verifications, reporting (e.g. to automatically send SIP acceptance/rejection emails), virus checks, etc.
e m

Could not find any jobs in this context.

START NEW PROCESS ©
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Preservation actions module

Several processes to be
explored:

. Validation processes
. Management processes
. Format identification processes

. Risk management processes

(O rRoDA

& New process P

CREATE
Name

(OBTAIN COMMAND &

| ate batch export (1.0

Categories

Ovalidation O characterization O Orisk Oformat identification  Olreindex
Workflow

+ AIP Virus check (ClamAV 0.103.6/26575/Fri Jun 17 08:08:05 2022) AP R i)

Exports selected AIP(s) to a ZIP ile or folder on the server file system. To retrieve the results of the export action you must have
access to the server file system.

& AIPancestor hierarchy

& AIP batch export (
NOTE: This action can potentially generate a large amount of data. Make sure you select a destination folder that has enough
storage space to accommodate the results of the export action.

Categories: management
identification (Siegfried) (1.9.3 w/ DROID_SignatureFile_V104

on computation (1.0
Destination folder

‘tmp/export

Type of export
FOLDER

& Rebuild AIP index (1.0)
2 Rebuild DIP file index (1.0)
& Rebuild DIP inds
2 Rebuildall B Overwite files/folders
& Rebuild disposal confirmation index (1.0)

& Rebuild file index

2 Rebuild

& Rebuildjo

incidence index (1.0)

& Rebuildlog

& Rebuild not

£ Rebuild preservation AIP event index (1.0)

& Rebuild preservation agent index (1.0)
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Disposal policies module

Retention policies available: O RODA

. Retain permanently & Disposal policies s

In this page you can consult the different disposal policies that i itory. Information about the di disposal hold:

d disposal ules created forthe propose of manage the UFe ycesof ntllectual ntities bl
CREATEDISPOSAL SCHEDULE ~ ©
Disposal schedules

Disposal rules
the maintenance, retention or destruction actions to be taken in the existing or uture intellectual entites inthis repository. Antellectual entity may only be destroyed as part of  disposal process governed

. Review at the end of the retention et e i st s e s e s A

.
I Could not find any disposal schedules in this context.
APPLYRULES

Disposal holds

0 isposl s e et e Jeforeachintellecul ety n i epostor. T ispss e canbeapplia tany timeinacerto maintnthe repostor cosisency: D lsobe ppled durg
i e e e e i i
O DeStroy at the end Of the retentlon Ingest pricrity propertyin ) | Farecordisnot ofthe rules, twill ot be assocatedtoa disposalschedule,
periOd |Coqlcno!f‘rdanyd‘s:csalrulc:mz'nscontnxt

Disposal rules

Disposal holds
Disposal holds ae egal or ather adrin d the normal disposal the destuction of an nllectual ntity while the isposal hlds i lace Where th i ted with annciidual ecord it prevent
he destruction ofthat posal hold remains actve. Once the di i lfted, the record disposl process continues.

I Could not find any disposal holds in this context.
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Conclusions so far:

. No software needs to be created to use CEF eArchiving (RODA is a plug and play
software)

. Real solution for to long term preservation purposes of information, documents and
records

. International standards compliant
. May be used to guarantee integrity of outdated digitally signed documents

“Manual” solution: No web services found so far (connect OLA portal and RODA)
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NEXT STEPS:

. Make a test with a real Online Learning
Agreement

. Test preservation functionalities and actions
. Test disposal functionalities and policies

. Proceed with the EDSSI2 task 2.3 Report
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THANK YOU

Task 2.3 team contact details:

Pilar Romera Aguila

promera@ub.edu

Domingo Jorge Iglesias Sesma

diglesias@ub.edu

Ferran Abarca Peris
Eerran.abarca@ub.edu

\l/

=& UNIVERSITATo:

198 I+ BARCELONA
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Stakeholders Forum
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